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UNIT I  FUNDAMENTALS & LINK LAYER 

 

PART-A 

 
1. What are the three criteria necessary for an effective and efficient network? 

    The most important criteria are performance, reliability and security. Performance of the 

network depends on number of users, type of transmission medium, the capabilities of the 

connected h/w and the efficiency of the s/w. Reliability is measured by frequency of failure, 

the time it takes a link to recover from the failure and the network’s robustness in a 

catastrophe. Security issues include protecting data from unauthorized access and viruses. 

2. What is mean by data communication? 

     Data communication is the exchange of data (in the form of 1s and 0s) between two 

devices via some form of transmission medium (such as a wire cable). 

3. What are the fundamental characteristics of the data communication system? 

    The effectiveness of a data communications system depends on four fundamental 

characteristics: delivery, accuracy, timeliness, and jitter.  

1. Delivery: The system must deliver data to the correct destination.  

2. Accuracy: The system must deliver the data accurately.  

3.  Timeliness: The system must deliver data in a timely manner.  

4.  Jitter: Jitter refers to the variation in the packet arrival time. It is the uneven delay in 

      the delivery of audio or video packets. 

4. What are the five components of data communication system? 

1. Message: The message is the information (data) to be communicated.  

2. Sender: The sender is the device that sends the data message.  

3. Receiver: The receiver is the device that receives the message. 

4. Transmission medium. The transmission medium is the physical path by which a  

    message travels from sender to receiver. 

5. Protocol. A protocol is a set of rules that govern data communications. It represents an   

    agreement between the communicating devices. 



TAGORE INSTITUTE OF ENGINEERING AND TECHNOLOGY 
Deviyakurichi-636112, Attur (TK), Salem (DT).  Website: www.tagoreiet.ac.in 

Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai 

Accredited by NAAC 

Department of ECE 
 

2 
5. Define the term Protocol and give its key elements. 

    Protocol is used for communications between entities in a system and must speak the same 

language. Protocol is the set of rules governing the exchange of data between 2 entities. It 

defines what is communicated, how it is communicated, when it is communicated 

Key elements of Protocol: 
Syntax – It refers to the structure or format of data meaning the order in which they are   
                presented. 
Semantics – It refers to the meaning of each section of bit. How to do interpretation. 
Timing – When data should be sent and how fast they can be sent. 
6. What are the different types of data flow (or) transmission mode in data       

    communication networks? 

     Communication between two devices can be simplex, half-duplex, or full-duplex. 
     In simplex mode, the communication is unidirectional, as on a one-way street. Only one 
of the two devices on a link can transmit; the other can only receive. The simplex mode can 
use the entire capacity of the channel to send data in one direction. 
     In half-duplex mode, each station can both transmit and receive, but not at the same time. 
When one device is sending, the other can only receive, and vice versa. In a 
half-duplex transmission, the entire capacity of the channel can be utilized for each direction. 
      In full-duplex mode (also called duplex), both stations can transmit and receive 

simultaneously. The full-duplex mode is used when communication in both directions is 

required all the time. The capacity of the channel, however, must be divided between the two 

directions. 

7. Write the parameters used to measure network performance. 

      One characteristic that measures network performance is bandwidth. In networking, we 

use the term bandwidth in two contexts. 

 The first, bandwidth in hertz, refers to the range of frequencies in a composite 

       signal or the range of frequencies that a channel can pass. 

 The second, bandwidth in bits per second, refers to the speed of bit                       

transmission in a channel or link. 

       The throughput is a measure of how fast we can actually send data through a network. 

       The latency or delay defines how long it takes for an entire message to completely 

arrive at the destination from the time the first bit is sent out from the source. 

8. What are the two types of line configuration, categorize the four basic topologies in 

terms of these line configuration?      

    There are two possible types of connections:  

                                    Point-to-point: mesh, star, and ring.  

                                    Multipoint: bus. 

     A point-to-point connection provides a dedicated link between two devices. The 

entire capacity of the link is reserved for transmission between those two devices. Most 

point-to-point connections use an actual length of wire or cable to connect the two 

ends, but other options, such as microwave or satellite links, are also possible. 

       A multipoint (also called multidrop) connection is one in which more than two specific 

devices share a single link. In a multipoint environment, the capacity of the channel is shared, 

either spatially or temporally. 
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9. Show the four basic network topologies. 

There are four basic topologies possible: mesh, star, bus, and ring. 

In a mesh topology, every device has a dedicated point-to-point link to every other 

device. In a mesh topology, we need n (n – 1) / 2 duplex-mode links. 

In a star topology, each device has a dedicated point-to-point link only to a central 

controller, usually called a hub. 

A bus topology is multipoint. One long cable acts as a backbone to link all the devices in 

a network. 

      In a ring topology, each device has a dedicated point-to-point connection with only the 

two devices on either side of it. A signal is passed along the ring in one direction, from device 

to device, until it reaches its destination. 

10. For n devices in a network, what is the number of cable links required for a mesh, 

ring, bus and star topology? 

 Cable links required to make communication between ‘n’ network devices. 
  Links required for mesh topology = n(n-1)/2 
  Links required for ring topology = n 
  Links required for star topology = n 
  Links required for bus topology = one backbone and n drop lines. 
11. List the advantages and disadvantages of star topology. 

A star topology is less expensive than a mesh topology. In a star, each device needs 

only one link and one I/O port to connect it to any number of others. Other advantages 

include robustness. If one link fails, only that link is affected. All other links remain active. 

One big disadvantage of a star topology is the dependency of the whole topology 

on one single point, the hub. If the hub goes down, the whole system is dead. 

12. List the advantages and disadvantages of mesh topology.  

     A mesh offers several advantages over other network topologies. First, the use of 
dedicated links guarantees that each connection can carry its own data load, thus eliminating 
the traffic problems that can occur when links must be shared by multiple 
devices. Second, a mesh topology is robust. Third, there is the advantage of privacy or 
security. Finally, point-to-point links make fault identification and fault isolation easy. 
    The main disadvantages of a mesh are related to the amount of cabling and the 
number of I/O ports required. Finally, the hardware required to connect each link (I/O ports 
and cable) can be expensive. 
13. List the advantages and disadvantages of bus topology. 

 Advantages of a bus topology include ease of installation. A bus uses less cabling than 

mesh or star topologies. 

 Disadvantages include difficult reconnection and fault isolation. In addition, a fault or 

break in the bus cable stops all transmission. 

14. List the advantages and disadvantages of ring topology. 

A ring is relatively easy to install and reconfigure. Each device is linked to only its 

immediate neighbors (either physically or logically). To add or delete a device requires 

changing only two connections. In addition, fault isolation is simplified. 

      However, unidirectional traffic can be a disadvantage. In a simple ring, a break in 

the ring (such as a disabled station) can disable the entire network. 
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15. Compare the different categories of networks. 

  Categories of Networks:          Local Area Network (LAN) 

                                                   Metropolitan Area Network (MAN) 

                                                   Wide Area Network (WAN) 

Local Area Network (LAN) - LANs mainly designed for computers to share resources such 

as printers. A LAN will generally use only a single type of transmission medium.  

Topologies: bus, star, & ring.  Usually privately owned & operated 

 Metropolitan Area Network (MAN) - Extend over an entire city (5 –50 Kms). Mainly used 

for interconnecting private LANs located at different areas to each other. Normally owned 

and operated by someone else: an independent or government service provider  

Wide Area Network (WAN) - Extend over a large geographical area (entire country, 

continent or globe). Make use of public carrier transmission media such as - Public switched 

data network (PSDN)/ (ISDN). WANs that are wholly operated by a single company 

sometimes referred as an enterprise network. 

16. Compare the packet-switched and circuit-switched networks. 

      In a circuit-switched network, a dedicated connection, called a circuit, is always available 

between the two end systems; the switch can only make it active or inactive. The switches 

used in this have forwarding tasks but no storing capability. A circuit-switched network is 

efficient only when it is working at its full capacity; most of the time, it is inefficient because 

it is working at partial capacity. 

In a computer network, the communication between the two ends is done in blocks of 

data called packets. This allows us to make the switches function for both storing and  

forwarding because a packet is an independent entity that can be stored and sent later. A 

router in a packet-switched network has a queue that can store and forward the 

packet. A packet-switched network is more efficient than a circuit switched network, but the 

packets may encounter some delays. 

17. What is an Internet? 

            The Internet(uppercase I ) is composed of thousands of interconnected networks. 

The Internet is the global system of interconnected computer networks that uses the Internet 

protocol suite (TCP/IP) to communicate between networks and devices. The Internet has 

several backbones, provider networks, and customer networks.  

18. State the purpose of layering in networks? 

     A layer is a collection of related functions that provides services to the layer above it and 

receives services from the layer below it. 

 To execute the functions by each layer is independent. 

19. What are the features provided by layering? 

       It decomposes the problem of building a network into more manageable components. 

       It provides a more modular design. 

20. What are the two interfaces provided by protocols? 

Service interface 

Peer interface 
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Service interface-defines the operations that local objects can perform on the protocol. 

Peer interface-defines the form and meaning of messages exchanged between 

protocol peers to implement the communication service. 

21. Group the OSI layers by function?  

      The seven layers of the OSI model belonging to three subgroups. Physical, data link and 

network layers are the network support layers; they deal with the physical aspects of moving 

data from one device to another. Session, presentation and application layers are the user 

support layers; they allow interoperability among unrelated software systems. The transport 

layer ensures end-to-end reliable data transmission. 

22. What are header and trailers and how do they get added and removed?  

      Each layer in the sending machine adds its own information to the message it receives 

from the layer just above it and passes the whole package to the layer just below it. This 

information is added in the form of headers or trailers. Headers are added to the message at 

the layers 6,5,4,3, and 2. A trailer is added at layer2. At the receiving machine, the headers or 

trailers attached to the data unit at the corresponding sending layers are removed, and actions 

appropriate to that layer are taken. 

23. Mention the responsibilities / concerns of physical layer.  

       The physical layer is responsible for carrying individual bits in a frame 

across the link. It deals with the mechanical and electrical specifications of the interface and 

transmission medium. 

24. List the responsibilities of data link layer? 

        Specific responsibilities of data link layer include the following. 
a) Framing 
b) Physical addressing 
c) Flow control 
d) Error control 
e) Access control 

25. List the responsibilities of network layer?  

    The network layer is responsible for the source-to-destination delivery of packet across 
multiple network links. The specific responsibilities of network layer include the following: 
Logical addressing and Routing. 
26. List the responsibilities of transport layer? 
      The transport layer is responsible for process-to-process delivery of the entire message. 

 Service-point addressing 
 Multiplexing 
 Segmentation and reassembly 
 Connection control 
 Flow control 
 Error control 

27. List the responsibilities of session layer? 
Specific responsibilities of the session layer include the following:  

 Dialog control: The session layer allows two systems to enter into a dialog. It 

allows the communication between two processes to take place in either half 

duplex (one way at a time) or full-duplex (two ways at a time) mode. 
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 Synchronization: The session layer allows a process to add checkpoints, or 

synchronization points, to a stream of data. 

28. State the major functions performed by the presentation layer of the ISO OSI  
      model. 

        Presentation layer is concerned with the format of data exchanged between peers, for 

example, whether an integer is 16, 32, or 64 bits long and whether the most significant bit 

is transmitted first or last, or how a video stream is formatted. Specific responsibilities of 

the presentation layer include the following: 

 Translation 

 Encryption and Decryption  

 Compression 

29. List the responsibilities of application layer? 

            Process-to-process communication is the duty of the application layer. Specific 

services provided by the application layer include the following:  

 Network virtual terminal 

 File transfer, access, and management 

 Mail services 

 Directory services 

30. At which level of OSI model does repeaters, bridges, routers and gateways operate? 

 
31. Distinguish between baseband transmission and broadband transmission. 

     Baseband transmission means sending a digital signal over a channel without changing the 

digital signal to an analog signal. Baseband transmission requires that we have a low-pass 

channel, a channel with a bandwidth that starts from zero.   

    Broadband transmission or modulation means changing the digital signal to an analog 

signal for transmission. Modulation allows us to use a band-pass channel-a channel with a 

bandwidth that does not start from zero. 

32. What are the three causes of transmission impairment? 

 Three causes of transmission impairment are attenuation, distortion, and noise. 

Attenuation means a loss of energy. Distortion means that the signal changes its form or 

shape. Distortion can occur in a composite signal made of different frequencies. Noise is 

another cause of impairment. Several types of noise, such as thermal noise, 

induced noise, crosstalk, and impulse noise, may corrupt the signal. 
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33. What do you mean by framing? 

       The DLL translates the physical layers raw bit stream into discrete units called frames. 

Framing in DLL separates messages from one source to a destination, or from other messages 

to other destination, by adding sender and receiver address. 

34. What is flow control? 

      Flow control refers to a set of procedures used to restrict the amount of data. The sender 

can send before waiting for acknowledgment. 

35. What do you mean by error control? 

      Error control refers to mechanism to detect and correct errors that occur in the 

transmission of frames. 

36. What are the two sub-layers of data-link layer? 

      We can divide the -data-link layer into two sub-layers: data link control (DLC) and media 

access control (MAC).  

    The data link control sub-layer deals with all issues common to both point-to-point and 

broadcast links; the media access control sub-layer deals only with issues specific to 

broadcast links. 

37. Define three types of addresses in link layer protocols. 

Unicast Address 

          Each host or each interface of a router is assigned a unicast address. Unicasting 

means one-to-one communication. A frame with a unicast address destination is destined 

only for one entity in the link. 

Multicast Address 

        Some link-layer protocols define multicast addresses. Multicasting means one-to-

many communication. However, the jurisdiction is local (inside the link). 

Broadcast Address 

         Some link-layer protocols define a broadcast address. Broadcasting means one-to-

all communication. A frame with a destination broadcast address is sent to all entities in 

the link. 

38. What is the function of ARP? 

     The ARP protocol is one of the auxiliary protocols defined in the network layer. It belongs 

to the network layer, but it maps an IP address to a logical-link address. ARP accepts an IP 

address from the IP protocol, maps the address to the corresponding link-layer address, and 

passes it to the data-link layer. 

39. Define Error detection and correction. 
Error Detection: Data can be corrupted during transmission. It is called as an error. For 
reliable communication, the receiver must find out the errors occurred in the data which is 
called as error detection. 
Error Correction: It is the mechanism to correct the errors and it can be handled in 2 ways. 
a) When an error is discovered, the receiver can have the sender retransmit the entire data 
unit. 
b) A receiver can use an error correcting coder, which automatically corrects certain error. 
40. Define the types of errors in data communication. 
          Data can be corrupted during transmission. These errors can be divided into two types: 
Single-bit error and Burst error. 
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          The term single-bit error means that only 1 bit of a given data unit (such as a byte, 

character, or packet) is changed from 1 to 0 or from 0 to 1. 

         The term burst error means that 2 or more bits in the data unit have changed from 1 to 0 

or from 0 to 1.  

41. What is redundancy? 

      To be able to detect or correct errors, we need to send some extra bits with our data. 

These redundant bits are added by the sender and removed by the receiver. 

42. Illustrate error detection and correction methods. 

Error Detecting Codes 

          Popular techniques are: 

• Simple Parity check 

• Two-dimensional Parity check 

• Checksum 

• Cyclic redundancy check 

Error Correcting Codes 

There are two main methods of error correction. 

 Correction by retransmission known as backward error correction. 

 forward error correction - Hamming codes. 
43. What is the purpose of hamming code? 
     A hamming code can be designed to correct burst errors of certain lengths. So the simple 

strategy used by the hamming code to correct single bit errors must be redesigned to be 
applicable for multiple bit correction. 
44. Write short notes on CRC. 
    The most powerful of the redundancy checking techniques is the cyclic redundancy 
checks (CRC). Cyclic Redundancy Checks (CRC) is based on binary division. Here sequence 
of redundant bits, called the CRC remainder is appended to the end of data unit. 
45. Define checksum. 
   The error detection method used by the higher layer protocol is called checksum. 
Checksum is based on the concept of redundancy. 
46. Define ARQ. 
    Automatic repeat request(ARQ). In error control mechanism when an error is detected in 
an exchange, specified frames are retransmitted. This process is called ARQ. 
 
47. What is the minimum hamming distance to guarantee the detection of  upto ‘s’ 
errors? 

 
48. What is the minimum hamming distance to guarantee the correction of  upto ‘t’ 
errors? 
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49. What is the use of two dimensional parity in error detection? 
    Two-dimensional parity check increases the likelihood of detecting burst errors. It is 

used to detect errors occurred in more than one bits. 
50. What is the use of Simple Parity Checking or One-dimension Parity Check for error 
detection? 
      The most familiar error-detecting code is the parity-check code. This code is 
a linear block code. In this code, a k-bit dataword is changed to an n-bit codeword 
where n = k + 1. The extra bit, called the parity bit, is selected to make the total number of 1s 
in the codeword even called even parity checking.. It is also possible to use odd-parity 
checking, where the number of 1’s should be odd.  The minimum Hamming distance for this 
category is dmin = 2, which means that the code is a single-bit error-detecting code. 
           A single parity check code can detect only odd number of errors in a code word. 

 
 

 

PART-B 

 

1. Explain in detail about building a computer network. 

2. What are the types of network? Explain with necessary diagrams. 

3. Elaborate the layered architecture of OSI model and assess the functions of each 

layer. 

4. Explain the architecture of Internet. 

5. Analyze various error detection techniques in transmission of data. 

6. Discuss in detail about the forward error correction techniques. 

7. Given the dataword 1010011110 and the divisor 10111, 

a. Show the generation of the codeword at the sender site (using binary division). 

b. Show the checking of the codeword at the receiver site (assume no error). 

c. Show the checking of the codeword at the receiver site (include error). 

8. A sender needs to send the four data items 0x3456, 0xABCC, 0x02BC, and 0xEEEE. 

Answer the following: 

a. Find the checksum at the sender site. 

b. Find the checksum at the receiver site if there is no error. 

c. Find the checksum at the receiver site if the second data item is changed to  

    0xABCE. 

9. Obtain the 4-bit CRC code word for the data bit sequence 10011011100 (leftmost bit 

is the least significant) using the generator polynomial x4 + x2+ 1? 

10. Given the 11-bit data word 01100101100, generate the corresponding 15-bit 

Hamming code word. If the received dataword is 01000101100, show the single bit 

error  bit position using hamming code to correct the error. 

11. Given a 10 bit message 1010001101, and a 6-bit divisor 110101, generate 5 bit check 

bits using CRC concept. At the receiver, the bit stream received is 101000110101010. 

Check if the code is received without error. 
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12. In order to transmit the message M = 1 1 1 0 1 1 with divisor bit as C= 1 1 0 1 whose 

polynomial is given by C(x) = x3+x2+1. Formulate the message that should be 

transmitted. 

using polynomial long division and predict the occurrence of errors in the receiver. 

13. Suppose we want to transmit the message 1011 0010 0111 and protect it from errors 

using the CRC polynomial x4+x2+1. Use the polynomial long division to determine 

the message that should be transmitted. Suppose the leftmost bit of the message is 

inverted due to noise on the transmission link, what is the result of the receiver’s CRC 

calculation? 
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UNIT II     MEDIA ACCESS & INTERNETWORKING 

 
PART-A 

 

1. Mention the functions of DLC. 
The data link control (DLC) deals with procedures for communication between two adjacent 
nodes—node-to-node communication. Data link control functions include framing and flow 
and error control.  
2. Distinguish between fixed-size framing and variable-size framing. 

         In fixed-size framing, there is no need for defining the boundaries of the frames; the 
size itself can be used as a delimiter. 
         In variable-size framing, we need a way to define the end of one frame and the 
beginning of the next. 
3. What is bit stuffing?  

 
4. What is byte stuffing? 

5. What is HDLC? 

   High-level Data Link Control (HDLC) is a bit-oriented data link protocol designed to 
support both half-duplex and full duplex communication over point to point or point – to – 
multipoint links. It implements the Stop-and-Wait protocol. 
6. Mention the types of frames in HDLC. 

       HDLC defines three types of frames: information frames(I-frames), supervisory 

frames(S-frames), and unnumbered frames(U-frames). The informational frames are used to 

carry data frames. Supervisory frames are used only to transport control information for flow 

and error control. Unnumbered frames are reserved for system management and provide 

connection-oriented service. 

7. What are the functions of MAC? 

     Media Access Control (MAC) sub layer resolves the contention for the shared media. It 
contains synchronization, flag, flow and error control specifications necessary to move 
information from one place to another, as well as the physical address of the next station to 
receive and route a packet.              
8. Define the term medium access control mechanism. 
     The protocol that determines who can transmit on a broadcast channel are called medium 

access control (MAC) protocol. The MAC protocols are implemented in the MAC sub-layer 
which is the lower sub-layer of the data link layer. 
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9. Illustrate the categories of Media access control in data link layer. 

is a process that mobilizes a group of people in a systematic way towards achieving a safe 
and resilient community/group. 
 
10. What is CSMA/CD? 

    Carrier sense multiple access with collision detection (CSMA/CD) is a Media Access 

Control method,  
   a carrier sensing scheme is used. 
  a transmitting data station that detects another signal while transmitting a frame, stops 
transmitting that frame, transmits a jam signal, and then waits for a random time interval 
before trying to resend the frame. 
   In this method, a station monitors the medium after it sends a frame to see if the 
transmission was successful. If so, the station is finished. If, however, there is a collision, the 
frame is sent again. 
11. What is CSMA/CA? 

         To avoid collisions on wireless networks, carrier sense multiple access with collision 

avoidance (CSMA/CA) was invented. It is a network multiple access method in which, prior 

to transmitting, a node first listens to the shared medium to determine whether another node 

is transmitting or not. If another node was heard, wait for a period of time (usually random) 

for the node to stop transmitting before listening again for a free communications channel. 

        Collisions are avoided through the use of three strategies: the inter frame space, the 

contention window, and acknowledgments. 

12. What are the characteristics of Standard Ethernet? 

      Ethernet is a networking technology which is governed by the IEEE 802.3 specifications. 

It defines CSMA/CD as the media access method for Ethernet LANs.  Ethernet provides a 

connectionless, unreliable services. 

13. Summarize the different Ethernet generations. 
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14. Draw the Ethernet frame format. 

 
15. List out the Standard Ethernet implementations. 

     The Standard Ethernet defined several implementations. 
 10 Base 5 (Thicknet) (Bus Topology) 
 10 Base 2 (Thinnet) (Bus Topology) 
 10 Base T (UTP) (Star/Tree Topology) 
 10 Base FL (Fiber) (Star/Tree Topology) 

16. Differentiate fast ethernet and gigabit ethernet.  

      Fast Ethernet Network was developed as an upgrade to traditional Ethernet Networking. 

Fast Ethernet improved traditional Ethernet by increasing transfer rates 10 times, from 10 

Megabit to 100 Megabit speed. Gigabit Ethernet Network is an upgrade on Fast Ethernet 

Network, offering speeds of 1000 Megabits (1 Gigabit) 

17. Identify the goals of Fast Ethernet. 

     IEEE created Fast Ethernet under the name 802.3u. The goals of Fast Ethernet 
can be summarized as follows: 
1. Upgrade the data rate to 100 Mbps. 
2. Make it compatible with Standard Ethernet. 
3. Keep the same 48-bit address. 
4. Keep the same frame format. 

18. What is Wi-Fi? 

      Wi-Fi or Wireless LAN is a family of wireless network protocols, based on the IEEE 
802.11 family of standards, which are commonly used for local area networking of devices 
and Internet access. Wi-Fi most commonly uses high frequency radio waves instead of cables 
for connecting the devices in LAN. Users connected by WLANs can move around within the 
area of network coverage.  
19. Mention the different WLAN specifications. 

      IEEE 802.11 FHSS uses the frequency-hopping spread spectrum (FHSS) method 
      IEEE 802.11 DSSS uses the direct-sequence spread spectrum (DSSS) method 
      IEEE 802.11 infrared uses infrared light in the range of 800 to 950 nm. The modulation 
      technique is called pulse position modulation (PPM). 
      IEEE 802.11a OFDM describes the orthogonal frequency-division multiplexing  
      (OFDM) method. 
      IEEE 802.11b DSSS describes the high-rate direct-sequence spread spectrum   
      (HRDSSS)  method. 
      IEEE 802.11g This new specification defines forward error correction and OFDM 
     IEEE 802.11n standard uses what is called MIMO (multiple-input multiple-output 
antenna)  to overcome the noise problem in wireless LANs. 
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20. Compare BSS with ESS in WLAN. 

      The WLAN standard defines two kinds of services: the basic service set (BSS) and the 
extended service set (ESS). 
     IEEE 802.11 defines the basic service set (BSS) as the building blocks of a wireless 
LAN. A basic service set is made of stationary or mobile wireless stations and an optional 
central base station, known as the access point (AP). 
       An extended service set (ESS) is made up of two or more BSSs with APs. The extended 
service set uses two types of stations: mobile and stationary. The mobile stations are normal 
stations inside a BSS. The stationary stations are AP stations that are part of a wired LAN. 
21. What are the MAC sub-layers of IEEE 802.11? 

      IEEE 802.11 defines two MAC sublayers: the distributed coordination function (DCF) 
and point coordination function (PCF). DCF uses CSMA/CA as the access method. The point  
coordination function (PCF) is an optional access method that can be implemented in an 
infrastructure network 
22. What is Bluetooth? 
     Bluetooth is a wireless LAN technology that connects devices (called gadgets) in a 
small area.  A Bluetooth LAN is an ad hoc network. Bluetooth technology is the 
implementation of a protocol defined by the IEEE 802.15 standard. The standard defines a 
wireless personal-area network (PAN) operable in an area the size of a room or a hall over 
short distances (using short-wavelength UHF radio waves in the ISM band from 2.4 to 2.485 
GHz). 
23. Examine the networks involved in Bluetooth architecture. 
      Bluetooth defines two types of networks: piconet and scatternet. 
24. Define piconet and scatternet. 

Piconets: A Bluetooth network is called a piconet, or a small net. A piconet can have up to 
eight stations, one of which is called the primary; the rest are called secondaries. All the 
secondary stations synchronize their clocks and hopping sequence with the primary. 
Scatternet: Piconets can be combined to form what is called a scatternet. A secondary station 
in one piconet can be the primary in another piconet. This station can receive messages 
from the primary in the first piconet (as a secondary) and, acting as a primary, deliver 
them to secondaries in the second piconet. A station can be a member of two piconets. 
25. What is L2CAP?  

      The Logical Link Control and Adaptation Protocol, or L2CAP (L2 here means LL), 
is roughly equivalent to the LLC sublayer in LANs. It is used for data exchange on an 
asynchronous connectionless link (ACL); The L2CAP has specific duties: multiplexing, 
segmentation and reassembly, quality of service (QoS), and group management. 
26. What is the purpose of Bluetooth low energy? 

    Bluetooth Low Energy (BLE) is an emerging low-power wireless technology developed 
for short-range control and monitoring applications. BLE represents a trade-off between 
energy consumption, latency, piconet size, and throughput. BLE emerges as a strong low-
power wireless technology for single-hop communication use cases which may contribute to 
connecting a dramatically large amount of new devices to the Internet of Things. 

27. What are the features of 6LoWPAN? 

     6LoWPAN (IPv6 over Low-Power Wireless Personal Area Networks), is a low power 
wireless mesh network where every node has its own IPv6 address. This allows the node to 
connect directly with the Internet using open standards. The 6LoWPAN group has defined 



TAGORE INSTITUTE OF ENGINEERING AND TECHNOLOGY 
Deviyakurichi-636112, Attur (TK), Salem (DT).  Website: www.tagoreiet.ac.in 

Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai 

Accredited by NAAC 

Department of ECE 
 

15 
encapsulation and header compression mechanisms that allow IPv6 packets to be sent and 
received over IEEE 802.15.4 based networks. 

28. What are the features of Zigbee? 

     The IEEE is the 802.15.4 standard [IEEE 802.15 2012] known as Zigbee. Zigbee is 

targeted at lower-powered, lower-data-rate, lower-duty-cycle applications. The main goal of 

the Zigbee technology is to enable Wireless Sensor Networks composed of large number of 

nodes to function with reduced energy consumption. Zigbee uses a 16-bit Cyclic Redundancy 

Check (CRC) on each packet, called a Frame Checksum (FCS) to ensure that the data bits are 

correct. Zigbee uses the Advanced Encryption Standard (AES). Zigbee resides on 

transceivers, which operate at 2.4 GHz offering a data rate of 250 Kbps. 

29. What are the types of network topologies supported by Zigbee technology? 

      Three kinds of network topologies are supported by Zigbee technology. They are Star, 

peer-to-peer and Cluster tree. 

 
30. What are the types of nodes supported by Zigbee? 

        Zigbee supports three types of nodes called Zigbee Co-ordinator (ZC), 

Zigbee Router (ZR) and Zigbee End Device (ZED).The Zigbee Co-ordinator 

maintains and co-ordinates the entire network with overall network knowledge. The 

Zigbee Router (ZR) works as a router in the network to forward data. The Zigbee 

End Device (ZED) has limited functionalities such as sensing and reporting data to 

the ZR.  

31. What are the services provided by the Network Layer? 

   The network layer is responsible for the source-to-destination delivery of a packet, possibly 

across multiple networks (links). 

1. Packetizing 

2. Routing and Forwarding 

32. Compare the packet switching approaches (or) Compare Virtual circuit approach   
      with Datagram approach. 
         A packet-switched network can use two different approaches to route the packets: the 

datagram approach and the virtual circuit approach.    

    In a datagram network, each packet is treated independently of all others. In this approach, 

the packets in a message may or may not travel the same path to their destination. The router 

in this case routes the packet based only on the destination address. In the datagram approach, 
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the forwarding decision is based on the destination address of the packet. The datagram 

networks are sometimes referred to as connectionless networks. There are no setup or 

teardown phases. A switch in a datagram network uses a routing table that is based on the 

destination address. 

           In a connection-oriented service (also called virtual-circuit approach), there is a 
relationship between all packets belonging to a message. Before all datagrams in a message 
can be sent, a virtual connection should be set up to define the path for the datagrams. After 
connection setup, the datagrams can all follow the same path. In this type of service, not only 
must the packet contain the source and destination addresses, it must also contain a flow 
label, a virtual circuit identifier that defines the virtual path the packet should follow. In the 
virtual-circuit approach, the forwarding decision is based on the label of the packet. To create 
a connection-oriented service, a three-phase process is used: setup, data transfer, and 
teardown. 
33. What is IPv4 address? 
      An IPv4 address is a 32-bit address that uniquely and universally defines the connection 

of a host or a router to the Internet. IPv4 uses 32-bit addresses, which means that the address 

space is 232 or 4,294,967,296 (more than 4 billion). A 32-bit IPv4 address is hierarchical, but 

divided only into two parts. The first part of the address, called the prefix, defines the 

network; the second part of the address, called the suffix, defines the node (connection of a 

device to the Internet). The prefix length is n bits and the suffix length is (32 - n) bits. 

34. What is classful addressing in IPv4? 

     When the Internet started, an IPv4 address was designed with a fixed-length prefix, but 

to accommodate both small and large networks, three fixed-length prefixes were designed 

instead of one (n = 8, n = 16, and n = 24). The whole address space was divided into five 

classes (class A, B, C, D, and E). This scheme is referred to as classful addressing. 

35. Which class does the following IP address belong to?  

       (a) 157.143.252.207 (b) 93.31.1.245 

   a) This IP address comes under Class B. 

   b) This IP address comes under Class A. 

36. What are the advantages and disadvantages of classful addressing? 

        Advantage: Given an address, we can easily find the class of the  address and, since the 

prefix length for each class is fixed, we can find the prefix length  immediately. 

  Disadvantage: The reason that classful addressing has become obsolete is address depletion. 

37. Define sub- netting. 

     Sub-netting is a technique that allows a network administrator to divide one physical 

network into smaller logical networks and thus control the flow of traffic for security or 

efficiency reasons. 

38. Identify the class and default subnet mask of the IP address 217.65.10.7. 

      IP Address 217.65.10.7 belongs to Class C. Its subnet mask is 255.255.255.0. 

39. What is classless addressing in IPv4? 

   Classless addressing is a concept of addressing the IPv4 addresses. It was adopted after the 

failure of classful addressing. The classful addressing leads to wastage of addresses as it 

assigns a fixed-size block of addresses to the customer. But, the classless addressing assigns 
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variable-length of blocks of addresses to the customer according to the need of users.  It is 

also known as Classless Inter Domain Routing (CIDR). 

40. What is DHCP? 

     Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that 

automatically provides an Internet Protocol (IP) host with its IP address and other related 

configuration information such as the subnet mask and default gateway. 

41. What are the levels of hierarchy in IP Addressing? 
       1. Netid,    2. Subnetid,  3. Hostid 
42. Identify the class/speaciality of the following IP addresses: a)110.34.56.45 b)127.1.1.1   

      c)212.208.63.23 d)255.255.255.255 

        a) 110.34.56.45 - Class A 

b) 127.1.1.1 - Loop back address 

c) 212.208.63.23 - Class C 

d) 255.255.255.255 – Broadcast address 

43. Illustrate the network layer protocols. 

      The network layer in version 4 can be thought of as one main protocol and three auxiliary 

ones. The main protocol, Internet Protocol version 4 (IPv4), is responsible for packetizing, 

forwarding, and delivery of a packet at the network layer. The Internet Control 

Message Protocol version 4 (ICMPv4) helps IPv4 to handle some errors that may occur 

in the network-layer delivery. The Internet Group Management Protocol (IGMP) is 

used to help IPv4 in multicasting. The Address Resolution Protocol (ARP) is used to 

glue the network and data-link layers in mapping network-layer addresses to link-layer 

addresses. 

44. Draw the datagram format of IPv4. 

       
45. What is IP? 

      IPv4 is an unreliable datagram protocol—a best-effort delivery service. IPv4 is also a 

connectionless protocol that uses the datagram approach. This means that each datagram is 

handled independently, and each datagram can follow a different route to the destination and 

arrive out of order. 
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46. Compose the Security issues in IP protocol. 

     There are three security issues that are particularly applicable to the IP protocol: packet 

sniffing, packet modification, and IP spoofing. 

47. What is the purpose of ICMP? 
       The IPv4 has no error-reporting or error-correcting mechanism. The IP protocol also 

lacks a mechanism for host and management queries. The Internet Control Message Protocol 

version 4 (ICMPv4) has been designed to compensate for the above two deficiencies. It is a 

companion to the IP protocol. ICMP itself is a network-layer protocol. However, its messages 

are not passed directly to the data-link layer. Instead, the messages are first encapsulated 

inside IP datagrams before going to the lower layer. 

48. What do you know about ICMP messages? 

           ICMP messages are divided into two broad categories: error-reporting messages and 

query messages. The error-reporting messages report problems that a router or a host 

(destination) may encounter when it processes an IP packet. The query messages help a host 

or a network manager get specific information from a router or another host. 

49. Draw the general format of ICMP messages. 

    

 

 

 

 

 

 

50. What is Mobile IP? 
      Mobile IP is a communication protocol (created by extending Internet Protocol, IP) that 
allows the users to move from one network to another with the same IP address. It ensures that 
the communication will continue without user’s sessions or connections being dropped. 

51. What are the three phases of Mobile IP? 
      To communicate with a remote host, a mobile host goes through three phases: Agent 

discovery, Registration, and Data transfer. 

 

 

PART-B 

 

1. Explain in detail about IEEE 802.3 MAC sub-layer.  

2. Illustrate an architecture and MAC layers of IEEE 802.11 with necessary diagrams. 

3. Explain in detail about the architecture of Bluetooth and its layers. 

4. Write short notes on 6LoWPAN and Zigbee technologies. 

5. With neat sketch, explain about IP or IPv4 packet format and its fragmentation.  

6. Elaborate about Internet Control Message Protocol(ICMP) and its message types. 
7. Evaluate the addressing in Mobile IP. 
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8. Analyze the various phases in Mobile IP. 
9. Explain in detail about two different approaches of packet switching with an example. 

10. Compile IPv4 addresses with classful and classless addressing formats. 

11.         

 
12.       

 
13.  An organization is granted a block of addresses with the beginning address 

14.24.74.0/24. The organization needs to have 3 subblocks of addresses to use in its 

three subnets: one subblock of 16 addresses, one subblock of 64 addresses, and one 

subblock of 128 addresses. Design the subblocks. 
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UNIT III     ROUTING 
 

PART-A 

 

1. Discuss about Routing. 
    Routing is the process of selecting a path through an internetwork over which to transmit 

packets to a destination host or hosts and then having devices called routers forward the 

packets to those hosts. 

2. What do you mean by Unicast routing? 

    In unicast routing, a packet is routed, hop by hop, from its source to its destination by 

the help of forwarding tables. In unicasting, there is one source and one destination network. 

The relationship between the source and the destination network is one to one. Each router in 

the path of the datagram tries to forward the packet to one and only one of its interfaces. 

3. What are the metrics used in determining the best path for a routing protocol? 

Bandwidth 

Delay 

Load 

Reliability 

Cost 
Hop count 
MTU 

Ticks 
4. What is multicast routing? 

     In multicasting, there is one source and a group of destinations. The relationship is 
one to many. In multicasting, a multicast router may have to send out copies of the same 
datagram through more than one interface. In classless addressing the block 224.0.0.0/4 is 
used for multicast addressing. 
5. Illustrate Least-Cost routing. 
    When an internet is modeled as a weighted graph, one of the ways to interpret the best 

route from the source router to the destination router is to find the least cost between 

the two. In other words, the source router chooses a route to the destination router in 

such a way that the total cost for the route is the least cost among all possible routes. This 

means that each router needs to find the least-cost route between itself. If there are N routers 

in an internet, there are (N - 1) least-cost paths from  each router to any other router. This 

means we need N × (N - 1) least-cost paths for the whole internet. 

6. Compare forwarding table and Routing table. 

     The forwarding table is used when a packet is being forwarded and so must contain 
enough information to accomplish the forwarding function. This means that a row in the 
forwarding table contains the mapping from a network prefix to an outgoing interface and 
some MAC information, such as the Ethernet address of the next hop.  



TAGORE INSTITUTE OF ENGINEERING AND TECHNOLOGY 
Deviyakurichi-636112, Attur (TK), Salem (DT).  Website: www.tagoreiet.ac.in 

Approved by AICTE, New Delhi and Affiliated to Anna University, Chennai 

Accredited by NAAC 

Department of ECE 
 

21 
       The routing table, on the other hand, is the table that is built up by the routing algorithms 
as a precursor to building the forwarding table. It generally contains mappings from network 
prefixes to next hops. It may also contain information about how this information was 
learned, so that the router will be able to decide when it should discard some information. 
7. Illustrate distance-vector routing. 
    The distance-vector (DV) routing uses the goal to find the best route. In distance-vector 

routing, the first thing each node creates is its own least-cost tree. The incomplete trees are 

exchanged between immediate neighbors to make the trees more and more complete and to 

represent the whole internet. 

 The three keys for understanding the algorithm are, 

  Knowledge about the whole networks 

  Routing only to neighbors 

  Information sharing at regular intervals 

8. What is maximum transmission unit?  

    MTU- which is the largest IP datagram that it can carry in a frame . 
9. Illustrate link-state routing. 

     A routing algorithm for creating least-cost trees and forwarding tables is link-state (LS) 

routing. This method uses the term link-state to define the characteristic of a link (an edge) 

that represents a network in the internet. In this algorithm the cost associated with an edge 

defines the state of the link. Links with lower costs are preferred to links with higher costs; if 

the cost of a link is infinity, it means that the link does not exist or has been broken. 

The three keys for understanding the algorithm are, 

 Knowledge about the neighborhood 

  Routing to all neighbors 

  Information sharing when there is a range 

10. How the packet cost referred in distance vector and link state routing? 

    In distance vector routing, cost refer to hop count while in case of link state routing, cost is 

a weighted value based on a variety of factors such as security levels, traffic or the state of 

the link. 

11. Define Reliable flooding? 

      It is the process of making sure that all the nodes participating in the routing protocol get 

a copy of the link state information from all the other nodes.  

12. What kind of routing information do routers exchange among themselves while 

running distance vector algorithm? In particular, briefly describe the format of the 

routing information that it exchanged. 

 In distance vector algorithm, the routers exchange their routing table with other 
neighbor routers. 

 The routing table consist information‘s on Network ID, Cost and Next Hop for the  
neighbours. 

13. Classify different routing algorithms. 

 Distance-Vector Routing algorithm 
 Link-State Routing algorithm 
 Path-Vector Routing algorithm 
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14. Illustrate path-vector routing. 

     Path-vector (PV) routing is not based on least-cost routing. The best route is determined 

by the source using the policy it imposes on the route. The source can control the path. 

Although path-vector routing is not actually used in an internet, and is mostly designed to 

route a packet between ISPs. 

15. Evaluate Bellman-Ford equation. 
    The heart of distance-vector routing is the famous Bellman-Ford equation. This equation is 

used to find the least cost (shortest distance) between a source node, x, and a destination 

node, y, through some intermediary nodes (a, b, c,. . .) when the costs between the source and 

the intermediary nodes and the least costs between the intermediary nodes and the destination 

are given. The following shows the general case in which Dij  is the shortest distance and cij is 

the cost between nodes i and j.   

                                 
     In distance-vector routing, normally we want to update an existing least cost with a least 
cost through an intermediary node, such as z, if the latter is shorter. In this case, the equation 
becomes,  

                                  
The Bellman-Ford equation enables us to build a new least-cost path from previously 

established least-cost paths. 

16. Manipulate the Dijkstra Algorithm. 
     To create a least-cost tree for itself, using the shared link-state database (LSDB), each 

node needs to run the famous Dijkstra Algorithm. This iterative algorithm uses the  following 

steps: 

1. The node chooses itself as the root of the tree, creating a tree with a single node, 

and sets the total cost of each node based on the information in the LSDB. 

2. The node selects one node, among all nodes not in the tree, which is closest to the 

root, and adds this to the tree. After this node is added to the tree, the cost of all other 

nodes not in the tree needs to be updated because the paths may have been changed. 

3. The node repeats step 2 until all nodes are added to the tree.  

17. Write short notes on Unicast Routing Protocols. 

    A protocol needs to define its domain of operation, the messages exchanged, 

communication between routers, and interaction with protocols in other domains.  

      Three common protocols used in the Internet: Routing Information Protocol (RIP), based 

on the distance-vector algorithm, Open Shortest Path First (OSPF), based on the link-state 

algorithm, and Border Gateway Protocol (BGP), based on the path-vector algorithm. 

18. Interpret the concept of RIP. 
      RIP is a dynamic protocol used for finding the best route or path from ene-to-end over a 

network by using a routing metric/ hop count algorithm. The Routing Information Protocol 
(RIP) is one of the most widely used intradomain routing protocols based on the distance-
vector routing algorithm.  
     In RIP, the maximum cost of a path can be 15, which means 16 is considered as infinity 
(no connection). For this reason, RIP can be used only in autonomous systems in which the 
diameter of the AS is not more than 15 hops. 
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19. Discuss about RIP implementation. 

        RIP is implemented as a process that uses the service of UDP on the well-known port 

number 520. The RIP messages are encapsulated inside UDP user datagrams, which in turn 

are encapsulated inside IP datagrams. RIP runs at the application layer, but creates 

forwarding tables for IP at the network later.  

     RIP has gone through two versions: RIP-1 and RIP-2.  

20. What is OSPF? What are the benefits of OSPF? 

      Open Shortest Path First (OSPF) is also an intradomain routing protocol like RIP, but 
it is based on the link-state routing protocol. OSPF is an open protocol, which means that the 
specification is a public document. In OSPF, like RIP, the cost of reaching a destination from 
the host is calculated from the source router to the destination network. However, each link 
(network) can be assigned a weight based on the throughput, round-trip time, reliability, and 
so on. OSPF was designed to be able to handle routing in a small or large autonomous 
system. 
21. What is LSP? 

      In link state routing, a small packet containing routing information sent by a router to all 
other router by a packet called link state packet(LSP). 
22. What are the features of OSPF? 

 Authentication of routing messages 

 Additional hierarchy 

 Load balancing  

23. Analyze the performance of OSPF. 
    Update Messages - The link-state messages in OSPF have a somewhat complex format. 

They also are flooded to the whole area. If the area is large, these messages may create heavy 

traffic and use a lot of bandwidth. 

Convergence of Forwarding Tables - When the flooding of LSPs is completed, each router 

can create its own shortest-path tree and forwarding table; convergence is fairly quick. 

However, each router needs to run Dijkstra’s algorithm, which may take some time. 

Robustness - The OSPF protocol is more robust than RIP because, after receiving the 

completed LSDB, each router is independent and does not depend on other routers in the 

area. 

24. What is Border Gateway Protocol? 

       The Border Gateway Protocol version 4 (BGP4) is the only interdomain routing protocol 

used in the Internet today. BGP4 is based on the path-vector algorithm. To enable each router 

to route a packet to any network in the internet, “Border Gateway Protocol (BGP) is a standardized 

exterior gateway protocol designed to exchange routing and reachability information between 

autonomous systems (AS) on the Internet.  

25. What are the 3 types of routing performed by BGP? 

Inter-autonomous system routing 

Intra-autonomous system routing 

Pass through autonomous system routing 

26. What are the different kinds of multicast routing? 

 Distance Vector Multicast Routing Protocol (DVMRP) 
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 Multicast Open Shortest Path First (MOSPF) 

 Protocol Independent Multicast (PIM) 

 Multicast Source Discovery Protocol (MSDP) 

 Multicast Border Gateway Protocol (MBGP) 

27. What are the 3 types of routing performed by BGP? 

Inter-autonomous system routing 

Intra-autonomous system routing 

Pass through autonomous system routing 

28. Write the BGP Message types. 

      BGP uses four types of messages for communication between the BGP speakers across 

the ASs and inside an AS: open, update, keep-alive, and notification. 

29. Mention any four applications of multicasting. 

Broad casts of audio and video 

Video conferencing 

Shared Applications. 

IGMP is used by multicast routers to keep track of membership in a multicast group. 

30. What are the two Approaches to Multicasting?   

       Routing using source-based trees and routing using group-shared trees. 

31. Compare Interdomain and Intradomain routing. 
        

S.No Intradomain Routing Interdomain Routing 

1. 
Routing algorithm works only within domains. 

Routing algorithm works within and 

between domains. 

2. Protocols used in intradomain routing are 

known as Interior-gateway protocols. 

Protocols used in interdomain routing are 

known as Exterior-gateway protocols. 

3. In this Routing, routing takes place within an 

autonomous network. 

In this Routing, routing takes place 

between the autonomous networks. 

4. 
Some Popular Protocols of this routing are 

RIP(resource information protocol) and 

OSPF(open shortest path first). Also, Distance 

Vector Multicast Routing Protocol (DVMRP), 

Multicast Open Shortest Path First (MOSPF) 

, and Protocol Independent Multicast (PIM) are 

the intra-domain multicast routing protocols. 

Popular Protocols of this routing is 

BGP(Border Gateway Protocol) used to 

connect two or more AS(autonomous 

system). Also, Multicast Border 

Gateway Protocol (MBGP), Multicast 

Source Discovery Protocol (MSDP) and 

Border Gateway Multicast Protocol 

(BGMP). 

 

32. What is RPF, RPB and RPM? 

1. The router uses an algorithm called reverse path forwarding (RPF) to simulate creating 

part of the optimal source-based tree between the source and itself. The first algorithm, 

reverse path forwarding (RPF), forces the router to forward a 

multicast packet from one specific interface: the one which has come through the 

shortest path from the source to the router. 
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2. The router uses an algorithm called reverse path broadcasting (RPB) to create a 

broadcast (spanning) tree whose root is the router itself and whose leaves are all 

networks in the internet. RPB does not multicast the packet, it broadcasts it. 

3. The router uses an algorithm called reverse path multicasting (RPM) to create a 

multicast tree by cutting some branches of the tree that end in networks with no member 

in the group. To increase efficiency, the multicast packet must reach only those networks 

that have active members for that particular group. This is called reverse path 

multicasting (RPM). 

33. Write the types of PIM. 

  PIM Sparse mode 

PIM Dense mode 

Bidirectional PIM 

Source Specific Multicast (SSM) 

34. What is count to infinity problem?  

      A problem with distance-vector routing is that any decrease in cost (good news) 

propagates quickly, but any increase in cost (bad news) will propagate slowly. For a routing 

protocol to work properly, if a link is broken (cost becomes infinity), every other router 

should be aware of it immediately, but in distance-vector routing, this takes some time. The 

problem is referred to as count to infinity. One example of count to infinity is the two-node 

loop problem.  

35. Compare source based tree approach with group shared tree approach in multicast  

      routing. 

         In a source-based tree approach to multicast routing, the source/group combination 

determines the tree. RPF, RPB, and RPM are efficient improvements to source-based trees. 

MOSPF, DVMRP, and PIM-DM are three protocols that use source-based tree methods to 

multicast. 

         In a group-shared approach to multicasting, one rendezvous router takes the 

responsibility of distributing multicast messages to their destinations. PIM-DM and PIM-SM 

are examples of group-shared tree protocols. 

36. Define Autonomous system. 

       An autonomous system (AS) is a large network or group of networks that has a 

unified routing policy. Every computer or device that connects to the Internet is connected to 

an AS. 

37. Compare IPv4 and IPv6. 

     IPv4 is 32-Bit IP address whereas IPv6 is a 128-Bit IP address. IPv4 is a numeric 

addressing method whereas IPv6 is an alphanumeric addressing method. IPv4 binary bits are 

separated by a dot(.) whereas IPv6 binary bits are separated by a colon(:).Encryption and 

authentication is not provided in IPv4 (Internet Protocol Version 4) whereas, Encryption and 

authentication is provided in IPv6 (Internet Protocol Version 6). Header of IPv4 is 20 – 60 

bytes whereas, Header of IPv6 is fixed at 40 bytes. In IPv4, security features relies on 

application. In IPv6, there is an inbuilt security feature named IPSEC. IPv4 supports DHCP 
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and Manual address configuration. IPv6 supports renumbering and auto address 

configuration. 

38. Why IPv6 is preferred than IPv4? 
The main reason for migration from IPv4 to IPv6 is the small size of the address space in 

IPv4. An IPv6 address is 128 bits or 16 bytes (octets) long, four times the address length in 

IPv4. The next-generation IP, or IPv6, has some advantages over IPv4 that can be 

summarized as follows: 

 Larger address space. 

 Better header format. 

 New options. 

 Allowance for extension. 

 Support for resource allocation. 

 Support for more security. 

39. Classify the address space allocation of IPv6. 
     The address space of IPv6 is divided into several blocks of varying size and each block is 
allocated for a special purpose. 

 
40. Classify the destination address in IPv6. 
      In IPv6, a destination address can belong to one of three categories: unicast, anycast, and 

multicast. 

      A unicast address defines a single interface (computer or router). The packet sent to a 

unicast address will be routed to the intended recipient.  

      An anycast address defines a group of computers that all share a single address. A 

packet with an anycast address is delivered to only one member of the group, the most 

reachable one.  

        A multicast address also defines a group of computers. However, there is a difference 

between anycasting and multicasting. In anycasting, only one copy of the packet is sent to 

one of the members of the group; in multicasting each member of the group receives 

a copy.  

41. Develop a Global unicast address block. 
     The block in the address space that is used for unicast (one-to-one) communication 

between two hosts in the Internet is called the global unicast address block. CIDR for the 

block is 2000::/3, which means that the three leftmost bits are the same for all 

addresses in this block (001). The size of this block is 2125 bits, which is more than 

enough for Internet expansion for many years to come. An address in this block is 

divided into three parts: global routing prefix (n bits), subnet identifier (m bits), and 

interface identifier (q bits). 
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42. Illustrate the compatible address and mapped address. 
      A compatible address is an address of 96 bits of zero followed by 32 bits of IPv4 

address. It is used when a computer using IPv6 wants to send a message to another computer 

using IPv6. 

       A mapped address is used when a computer already migrated to version 6 wants to send 

an address to a computer still using version 4. 

43. What are the strategies in transition from IPv4 to IPv6? 
       Three strategies have been devised for transition from IPv4 to IPv6: dual stack, 
tunneling, and header translation. One or all of these three strategies can be implemented 
during the transition period. 
 

 

PART-B 

 

1. (i) Evaluate the working of Protocol Independent Multicast in detail. 
    (ii) Propose the various working modes of PIM.  
2. Describe in detail about RIP with packet format and example network. 
3. Write brief notes on the following. 
    (i) Address Notation of IPv6. 
   (ii) Address prefix assignments for IPv6. 
4. Interpret the DVMRP algorithm with a simple example of your choice. 
5. Propose the transition from IPv4 to IPv6. 
6. Propose a model of inter-domain routing and explain the working of Border Gateway 
    Protocol. 
7. Apply link state routing algorithm for the given network and tabulate the steps for  
      building routing table for node D. 

                         
8. Explain distance vector routing algorithm with neat diagram. 
9. With an example, explain the function of link state routing algorithm. 
10. Elaborate on multicast routing protocols. 
11. Discuss in detail about OSPF with suitable network. 
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UNIT IV   TRANSPORT LAYER 

 
PART-A 

 

1. What is Transport layer? 
    The transport layer is located between the application layer and the network layer. It 

provides a process-to-process communication between two application layers. 

Communication is provided using a logical connection, which means that the two application 

layers, assume that there is an imaginary direct connection through which they can send and 

receive messages. 

2. What is a port?  

    Applications running on different hosts communicate with TCP with the help of a concept 

called as ports. A port is a 16 bit unique number allocated to a particular application. 

3. What is the need of port numbers? What are the types of port numbers used in 
transport layer? 

    Port numbers are used as an addressing mechanism in transport layer.  ICANN has 

divided the port numbers into three ranges: well-known, registered, and dynamic (or 

private). 

❑ Well-known ports. The ports ranging from 0 to 1023 are assigned and controlled 

by ICANN. These are the well-known ports. 

❑ Registered ports. The ports ranging from 1024 to 49,151 are not assigned or controlled 

by ICANN. They can only be registered with ICANN to prevent duplication. 

❑ Dynamic ports. The ports ranging from 49,152 to 65,535 are neither controlled nor 

registered. They can be used as temporary or private port numbers. 

4. Define Socket address. 
    A transport-layer protocol in the TCP suite needs both the IP address and the port number, 
at each end, to make a connection. The combination of an IP address and a port 
number is called a socket address. 
5. What is the difference between congestion control and flow control? 

 
6. What is congestion? 
    When load on network is greater than its capacity, there is congestion of data Packets. 

Congestion occurs because routers and switches have queues or buffers.  

7. What is the segment? 
      Transport layer protocols send data as a sequence of packets. In TCP/IP these packets are 
called segments. At the sending and receiving end of the transmission, TCP divides long 
transmissions into smaller data units and packages each into a frame called a segment. 
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8. What is RTT? 
    RTT is an acronym for Round Trip Time: it is a measure of the time it takes for a packet to 

travel from a computer, across a network to another computer, and back. 

9. Compare connectionless service & connection oriented service. 
     Transport layer protocol can either be connectionless or connection-oriented. 
  Connectionless Service: 
      In a connectionless service, the packets are sent from one party to another with no need 

for connection establishment or connection release. The packets are not numbered; they 

may be delayed or lost or may arrive out of sequence. There is no acknowledgment 

either. No flow control, error control, or congestion control can be effectively implemented in 

a connectionless service. The transport layer protocols in the Internet model, UDP, is 

connectionless. 

Connection Oriented Service: 
      In a connection-oriented service, a connection is first established between the sender 
and the receiver. Data are transferred. At the end, the connection is released. We can 
implement flow control, error control, and congestion control in a connection oriented 
protocol.   
11. Define congestion control. 
      Congestion control refers to the mechanisms and techniques that control the congestion 
and keep the load below the capacity. It involves preventing too much data from being 
injected into the network, thereby causing switches or links to become overloaded. Thus flow 
control is an end to an end issue, while congestion control is concerned with how hosts and 
networks interact. 
12. What is sliding window? 
     Sliding window protocol is a flow control protocol. It allows the sender to send multiple 
frames before needing the acknowledgements. Sender slides its window on receiving the 
acknowledgements for the sent frames. This allows the sender to send more frames. 
13. What are the unidirectional and bi-directional protocols in transport layer? 

The TCP/IP protocol uses a transport-layer protocol that is either a modification or a 

combination of some of the general protocols. The general protocols are:  

Unidirectional Protocols: Simple Protocol, Stop-and-Wait Protocol, Go-Back-N Protocol  

                                         (GBN) and Selective-Repeat Protocol.  

      Bidirectional Protocols: Piggybacking.  
14. Examine the buffers used in transport layer services. 
     Although flow control can be implemented in several ways, one of the solutions is 
normally to use two buffers: one at the sending transport layer and the other at the receiving 
transport layer. A buffer is a set of memory locations that can hold packets at the 
sender and receiver. 
15. Show the responsibilities of error control in transport layer. 

     Error control at the transport layer is responsible for 

1. Detecting and discarding corrupted packets. 

2. Keeping track of lost and discarded packets and resending them. 

3. Recognizing duplicate packets and discarding them. 

4. Buffering out-of-order packets until the missing packets arrive. 
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16. Summarize Stop-and-wait protocol.  
      In the Stop-and-Wait Protocol, the sender sends one frame, stops until it receives 

confirmation from the receiver, and then sends the next frame. It is a connection-oriented 

protocol, which uses both flow and error control. Only one packet and one acknowledgment 

can be in the channels at any time. Error correction in Stop-and-Wait ARQ is done by 

keeping a copy of the sent frame and retransmitting of the frame when the timer expires.  

      In Stop-and-Wait ARQ, we use sequence numbers to number the frames. The sequence 

numbers are based on modulo-2 arithmetic. In Stop-and-Wait ARQ, the acknowledgment 

number always announces in modulo-2 arithmetic the sequence number of the next frame 

expected. There is no pipelining in the Stop-and-Wait protocol because a sender must wait 

for a packet to reach the destination and be acknowledged before the next packet can be sent. 

      In Stop-and-Wait protocol, the send window size is 1. 

17. Illustrate Go-Back-N protocol. 

          The key to Go-back-N is that we can send several packets before receiving 

acknowledgments, but the receiver can only buffer one packet. We keep a copy of the sent 

packets until the acknowledgments arrive. Several data packets and acknowledgments can be 

in the channel at the same time. 

    The sequence numbers are modulo 2m, where m is the size of the sequence number field in 

bits. In the Go-Back-N protocol, the size of the send window must be less than 2m; 

the size of the receive window is always 1. 

18. Illustrate Selective Repeat(SR) protocol. 
      The Selective-Repeat (SR) protocol, resends only selective packets, those that are actually 
lost. It is more efficient for noisy links, but the processing at the receiver is more complex. 
    The Selective-Repeat protocol uses two windows: a send window and a receive window. 
the maximum size of the send window is much smaller; it is 2m-1. The size of the receive 
window is the same as the size of the send window (maximum 2m-1). 
    In Selective-Repeat, the size of the sender and receiver window can be at most one-half of 

2m. 

19. What are the four aspects related to the reliable delivery of data? 
      The four aspects are,  
    Error control, Sequence control, Loss control and Duplication control. 
20. The transport layer creates the connection between source and destination. What 
are the three events involved in the connection? 
      For security , the transport layer may create a connection between the two end ports. 
    A connection is a single logical path between the source and destination that is associated 
with all packets in a message. Creating a connection involves three steps: Connection 
establishment, Data transfer & Connection release. 
21. What is Piggybacking? 
A technique called piggybacking is used to improve the efficiency of the bidirectional 
protocols. When a frame is carrying data from A to B, it can also carry control 
information about frames from B; when a frame is carrying data from B to A, it can 

also carry control information about frames from A. 
                                                                      (Or) 
       In two-way communication, whenever a frame is received, the receiver waits and does 
not send the control frame (acknowledgement or ACK) back to the sender immediately. The 
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receiver waits until its network layer passes in the next data packet. The delayed 
acknowledgement is then attached to this outgoing data frame. This technique of temporarily 
delaying the acknowledgement so that it can be hooked with next outgoing data frame is 
known as piggybacking. 
22. What are the types of Transport-layer protocols in the Internet? 
     User Datagram Protocol (UDP), Transmission Control Protocol (TCP) and Stream Control 

Transmission Protocol (SCTP).   

23. List the three types of addresses in TCP/IP. 
      Three types of addresses are used by systems using the TCP/IP protocol: the physical 

address, the internetwork address (IP address), and the port address.  

24. Define UDP. 

      User datagram protocol is a Unreliable, connectionless protocol, used along with the IP 

protocol. UDP is a very simple protocol using a minimum of overhead. 

 25. What is TCP? 

      TCP provides a connection oriented, reliable byte stream service. The connection oriented 

means the two applications using TCP must establish a TCP connection with each other 

before they can exchange data. TCP is the most common transport-layer protocol in the 

Internet. 

26. Illustrate the services provided by UDP. 
 Process-to-Process Communication 
 Connectionless Services 
 Checksum 
 Encapsulation and Decapsulation 
 Queuing 
 Multiplexing and Demultiplexing 

27. Draw the UDP header format. 

         
28. What are the fields on which the UDP checksum is calculated? 
      UDP checksum includes a pseudo header, the UDP header and the data coming from the 

application layer. 
29. When can application make use of UDP? 
      Fast data transmission & multicast operation 
30. What are the different fields in pseudo header? 

 Protocol number 
 Source IP address 
 Destination IP addresses 
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31. What are the advantages of using UDP over TCP? 
        UDP does not include the overhead needed to detect reliability 
        It does not need to maintain the unexpected deception of data flow 
        UDP requires less processing at the transmitting and receiving of hosts. 
        It is simple to use for a network 
        The OS does not need to maintain UDP connection information. 
32. Why TCP services are called Stream delivery services? 
      TCP allows the sending process to deliver data as a stream of bytes and the receiving 
process to deliver data as a stream of bytes. So it is called as stream of bytes. The sending 
process produces (writes to) the stream and the receiving process consumes (reads from) it. 
33. Illustrate the services provided by TCP.  

 Process-to-Process Communication 
 Stream Delivery Service 
 Full-Duplex Communication 
 Multiplexing and Demultiplexing 
 Connection-Oriented Service 
 Reliable Service 

34. Draw the TCP header format. 
      

 
35. List the flags used in TCP header format. 
        Control: This field defines 6 different control bits or flags 

      
36. State the features of TCP. 

 TCP is reliable protocol.  
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 TCP ensures that the data reaches intended destination in the same order it was sent. 
 TCP is connection oriented. TCP requires that connection between two remote points 

be established before sending actual data. 
 TCP provides error-checking and recovery mechanism. 
 TCP provides end-to-end communication. 
 TCP provides flow control and quality of service. 
 TCP operates in Client/Server point-to-point mode. 
 TCP provides full duplex server, i.e. it can perform roles of both receiver and sender. 

37. State the features of UDP. 
 UDP is used when acknowledgement of data does not hold any significance. 
 UDP is good protocol for data flowing in one direction. 
 UDP is simple and suitable for query based communications. 
 UDP is not connection oriented. 
 UDP does not provide congestion control mechanism. 
 UDP does not guarantee ordered delivery of data. 
 UDP is stateless. 
 UDP is suitable protocol for streaming applications such as VoIP, multimedia 

streaming. 
38. List some well-known ports used with UDP. 
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39. List some well-known ports used with TCP. 

       
40. Distinguish between UDP and TCP. 

Basis for Comparison 
Transmission Control 

Protocol (TCP) 

User Datagram Protocol 

(UDP) 

Meaning TCP establishes a connection 

between the computers 

before transmitting the data 

UDP sends the data directly 

to the destination computer 

without checking whether the 

system is ready to receive or 

not. 

Connection Type Connection Oriented Connection Less 

Speed Slow Fast 

Reliability Highly Reliable Unreliable 

Header Size 20 Bytes 8 Bytes 

Data interface to the 

application 

Stream-based Message-based 

Features provided to manage 

the flow of data 

Flow control using sliding 

window protocol 

None 

Overheads Low but greater than the 

UDP 

Very low 

Implemented over Applications where reliable 

transmission of data matters. 

Application where data 

delivery speed matters. 

Applications and protocols FTP, Telnet, SMTP, IMAP 

etc. 

DNS, BOOTP, DHCP, TFTP 

etce. 
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41. Construct the TCP connection establishment with three-way handshaking. 
     The connection establishment in TCP is called three-way handshaking. 
1. The client sends the first segment, a SYN segment, in which only the SYN flag is set. 
This segment is for synchronization of sequence numbers. SYN segment cannot carry data, 
but it consumes one sequence number. 

                                       
2. The server sends the second segment, a SYN + ACK segment with two flag bits set 
as: SYN and ACK. A SYN + ACK segment cannot carry data, but it does consume one 
sequence number. 
3. The client sends the third segment. This is just an ACK segment. It acknowledges the 
receipt of the second segment with the ACK flag and acknowledgment number field. An 
ACK segment, if carrying no data, consumes no sequence number. 
42. Construct the TCP connection termination with three-way handshaking. 
     Most implementations today allow three-way handshaking for connection termination. 
1. The client TCP, after receiving a close command from the client process, sends the first 
segment, a FIN segment in which the FIN flag is set. The FIN segment consumes one 
sequence number if it does not carry data. 

                  
2. The server TCP, after receiving the FIN segment, informs its process of the situation 
and sends the second segment, a FIN + ACK segment, to confirm the receipt of the 
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FIN segment from the client and at the same time to announce the closing of the connection 
in the other direction. If it does not carry data, it consumes only one sequence number 
because it needs to be acknowledged. 
3. The client TCP sends the last segment, an ACK segment, to confirm the receipt of 
the FIN segment from the TCP server. This segment cannot carry data and consumes no 
sequence numbers. 
43. Explain how TCP flow control works. 
     TCP flow control mechanism achieve using Sliding window mechanism that generates 
that the receive buffer does not overflow. To avoid congestion, TCP uses the Additive 
Increase and Multiple Decrease (AIMD) concepts. The TCP sender is not allowed to send 
more data than the receiver can receive. Because TCP connections are full duplex, this 
happens in both directions. 
44. State the two kinds of events trigger a state transition? 
        A segment arrives from the peer. 
        The local application process invokes an operation on TCP. 
45. What is Silly Window Syndrome? 
      A serious problem can arise in the sliding window operation when either the sending 
application program creates data slowly or the receiving application program consumes 
data slowly, or both. Any of these situations results in the sending of data in very small 
segments, which reduces the efficiency of the operation. For example, if the sender or the 
receiver application program processes slowly and can send only 1 byte of 
data at a time, then the overhead is high. This is because to send one byte of data, 20 bytes of 
TCP header and 20 bytes of IP header are sent. This is called as silly window syndrome. 
46. What is RTT? 
      RTT is an acronym for Round Trip Time: it is a measure of the time it takes for a packet 
to travel from a computer, across a network to another computer, and back. 
47. Differentiate between delay and jitter. 
Delay: It is the time taken by a packet to travel across the network from source to destination. 
Jitter: It is an unwanted variation of one or more characteristics of a periodic signal in 

electronics and telecommunications. 
48. How do fast retransmit mechanism of TCP works? 
       Fast retransmit is a modification to the congestion avoidance algorithm. When the sender 
receives 3rd duplicate ACK, it assumes that the packet is lost and retransmit that packet 
without waiting for a retransmission timer to expire. 
49. Name the general policies for handling congestion. 
        TCP’s general policy for handling congestion is based on three algorithms: slow start, 
congestion avoidance, and fast recovery. 
50. List some ways to deal with congestion. 
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51. Define slow start. 
      TCP slow start is an algorithm which balances the speed of a network connection. Slow 
start gradually increases the amount of data transmitted until it finds the network's maximum 
carrying capacity. In the slow-start algorithm, the size of the congestion window 
increases exponentially until it reaches a threshold. 
52. Define congestion avoidance in TCP. 
      If we continue with the slow-start algorithm, the size of the congestion window 

increases exponentially. To avoid congestion before it happens, we must slow down this 

exponential growth. TCP defines another algorithm called congestion avoidance, to predict 

when congestion is about to happen and then to reduce the rate at which hosts send data just 

before packets start being discarded, which increases the cwnd additively instead of 

exponentially. Such a strategy is called congestion avoidance. 

53. What is Random Early Detection (RED)? 

        Random Early Detection in each router is programmed to monitor its own queue length 

and when it detects that congestion is imminent, to notify the source to adjust its congestion 

window. Rather than explicitly sending a congestion notification message to the source, RED 

is most commonly implemented such that it implicitly notifies the source of congestion by 

dropping one of its packets. RED is designed to be used in conjunction with TCP, which 

currently detects congestion by means of timeouts (or some other means of detecting packet 

loss such as duplicate ACKs). 

54. What is DECbit? 

     DECbit is a technique implemented in routers to avoid congestion.   Each router monitors 

the load it is experiencing and explicitly notifies the end nodes when congestion is about to 

occur. This notification is implemented by setting a binary congestion bit in the packets that 

flow through the router, hence the name DECbit. The destination host then copies this 

congestion bit into the ACK it sends back to the source. Finally, the source adjusts its sending 

rate so as to avoid congestion. 

55. What is meant by quality of service(QoS)? 

     Quality of service (QoS) is an internetworking issue that refers to a set of techniques and 

mechanisms that guarantee the performance of the network to deliver predictable service to 

an application program. 

56. What are the techniques to improve QoS? 
      Techniques that can be used to improve the quality of service: 
     Four common methods: scheduling, traffic shaping, admission control, and resource e 
reservation. 
57. What are the flow characteristics related to QoS? 
       Traditionally, four types of characteristics are attributed to a flow: reliability, delay, 
jitter, and bandwidth. 
58. Give the approaches to improve the QoS. 
      Fine granted approaches: Provide QoS to individual applications or flows. 
      Coarse granted approaches: Provide QoS to large classes of data. 
59. What are the two categories of QoS attributes? 
       The two main categories are: User Oriented and Network Oriented. 
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60. List the QoS parameters of transport layer. 
 

       
 
 
         

PART-B 

 

 

1. Summarize the following: 
(i) Stop-and-Wait Protocol 
(ii) Go-Back-N Protocol 

(iii) Selective repeat Protocol 
2. Show the services provided by transport layer protocol. 
3. Analyze the TCP connection with its Three-Way Handshaking. 
4. Examine the State Transition Diagram for TCP. 
5. Manipulate the flow control mechanism of TCP. 
6. Draw the format of TCP packet header and explain each of its field.  
7. Evaluate the packet format of UDP. Also explain the services and Applications of UDP. 
8.  Describe the TCP congestion control techniques in detail. 
9. Describe the TCP congestion avoidance mechanisms in detail. 

10. Write in detail the principle of establishment of QoS through differentiated services. 
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UNIT V     APPLICATION LAYER 
 

PART-A 

 

1. What are the application layer paradigms in the internet? 

      Two application layer paradigms have been developed during the lifetime of the Internet: 
the client-server paradigm and the peer-to-peer paradigm. 
2. What do you know about client-server paradigm? 

       In client-server paradigm, the service provider is an application program, called the 
server process; it runs continuously, waiting for another application program, called the client 
process, to make a connection through the Internet and ask for service. The server process 
must be running all the time; the client process is started when the client needs to receive 
service. We cannot run a client program as a server program or vice versa. Several traditional 
services are still using this paradigm, including the World Wide Web (WWW) and its vehicle 
Hyper Text Transfer Protocol (HTTP), file transfer protocol (FTP), secure shell (SSH), e-
mail, and so on. 
3. What do you know about peer-to-peer(P2P)  paradigm? 

      In peer-to-peer(P2P)  paradigm, there is no need for a server process to be running all the 
time and waiting for the client processes to connect. The responsibility is shared between 
peers. A computer connected to the Internet can provide service at one time and receive 
service at another time. A computer can even provide and receive services at the same time. 
There are some new applications, such as BitTorrent, Skype, IPTV, and Internet telephony, 
that use this paradigm. 
4. What is application programming interface (API). 

      If we need a process to be able to communicate with another process, we need a new set 

of instructions to tell the lowest four layers of the TCP/IP suite to open the connection, send 

and receive data from the other end, and close the connection. A set of instructions of this 

kind is normally referred to as an application programming interface (API). Several APIs 

have been designed for communication. Three among them are common: socket interface, 

Transport Layer Interface (TLI), and STREAM. 

5. What is Socket interface? 

     The socket interface is a set of instructions that provide communication between 

the application layer and the operating system. It is a set of instructions that can be used by a 

process to communicate with another process. 

6. What is socket address? 

     Socket address is the combination of IP address and port number. 

                                
7. How can a client or a server find a pair of socket addresses for communication?  

     The server needs a local (server) and a remote (client) socket address for communication. 
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 The local (server) socket address is provided by the operating system. The remote socket 
address for a server is the socket address of the client that makes the connection. 
        The client also needs a local (client) and a remote (server) socket address for 
communication. The local (client) socket address is also provided by the operating system. 
Finding the remote (server) socket address for a client, however, needs more work. When a 
client process starts, it should know the socket address of the server it wants to connect to. 
8. Mention some short term gain generated by disaster. 

Disasters may generate short-term gains from: 

 Changes in future production, employment, and income and/or changes in these flows 
outside the damaged area . Current production outside the immediate area of impact 
or future production within the affected region may compensate for initial disaster-
induced losses. 

 Income gains outside the impact area to owners of commodities inflated in price by 
disaster-induced shortages. Both agricultural commodities lost in a disaster and 
construction materials demanded during reconstruction are particularly likely to 
generate these windfall profits outside the region. 

 Positive economic stimuli of jobs and production generated from cleaning up and 
rebuilding and the multiplier effect of those increases. 

9. How the sockets used in the iterative communication between a client program and a 

server program using UDP? 

      In UDP communication, the client and server use only one socket each. The socket 
created at the server site lasts forever; the socket created at the client site is closed 
(destroyed) when the client process terminates. In other words, different clients use different 
sockets, but the server creates only one socket and changes only the remote socket address 
each time a new client makes a connection 
10. How the sockets used in the iterative communication between a client program and 

a server program using TCP? 

       The TCP server uses two different sockets, one for connection establishment and the 
other for data transfer. We call the first one the listen socket and the second the socket. The 
reason for having two types of sockets is to separate the connection phase from the data 
exchange phase. A server uses a listen socket to listen for a new client trying to establish 
connection. After the connection is established, the server creates a socket to exchange data 
with the client and finally to terminate the connection. The client uses only one socket for 
both connection establishment and data exchange. 
11. Define WWW or World Wide Web. 

    The World Wide Web (WWW), commonly known as the Web, is an information system 

where documents and other web resources are identified by Uniform Resource Locators 

(URLs, such as https://example.com/ ), which may be interlinked by hypertext, and are 

accessible over the Internet. 

12. What is the web client(browser)? 
       Web browser is a software program that interprets and displays the contents of HTML 
web pages. Each browser usually consists of three parts: a controller, client protocols, and 
interpreters. 
13. Define application layer protocol. 
      An application-layer protocol defines how an application’s processes, running on 

different end systems, pass messages to each other. 
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14. What is web server? 

     A web server is server software, or hardware dedicated to running this software, that can 
satisfy client requests on the World Wide Web. A web server can, in general, contain one or 
more websites. A web server processes incoming network requests over HTTP and several 
other related protocols. 
15. What is URL? 

           URL - Uniform Resource Locator is a compact string representation of a resource’s 

location on the Internet. URLs make it possible to direct both people and software 

applications to a variety of information, available through a number of different Internet 

protocols. The common syntax of the URL is as: 

                    <service>//<user>:<password>@<host>:<port>/<url-path> 

     To combine four pieces(protocol, host, port, and path)  together, the uniform resource 

locator (URL) has been designed; it uses three different separators between the four pieces as 

shown 

below: 

 
16. Evaluate the types of documents in WWW. 
      The documents in the WWW can be grouped into three broad categories: static, dynamic, 

and active. 

     Static documents are fixed-content documents that are created and stored in a server. 

The client can get a copy of the document only. 

    A dynamic document is created by a web server whenever a browser requests the 

document. When a request arrives, the web server runs an application program or a script that 

creates the dynamic document. 

     For many applications, we need a program or a script to be run at the client site. These are 

called active documents. When a browser requests an active document, the server sends a 

copy of the document or a script. 

17. Define HTTP. 

      The HyperText Transfer Protocol (HTTP), the Web’s application-layer protocol, is at the 

heart of the Web. The HyperText Transfer Protocol (HTTP) is used to define how the client-

server programs can be written to retrieve web pages from the Web. An HTTP client sends a 

request; an HTTP server returns a response. The server uses the port number 80; the client 

uses a temporary port number.  

18. What are the types of messages in HTTP transaction? 
     The types of messages in HTTP transaction are: Request messages and Response 
messages. 
19. Compare HTTP with persistent and Non-persistent Connection. 
        In a nonpersistent connection, one TCP connection is made for each request/response. 

HTTP, prior to version 1.1, specified nonpersistent connections. 

The following lists the steps in this strategy: 

1. The client opens a TCP connection and sends a request. 

2. The server sends the response and closes the connection. 
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3. The client reads the data until it encounters an end-of-file marker; it then closes the        

    connection. 

      In a persistent connection, the server leaves the connection open for more requests after 

sending a response. The server can close the connection at the request of a client or if a time-

out has been reached. The sender usually sends the length of the data with each response. 

Time and resources are saved using persistent connections. HTTP version 1.1 specifies a 

persistent connection by default. 

20. What is the function of proxy server in HTTP? 

         A proxy server is a computer that keeps copies of 
responses to recent requests. The HTTP client sends a request to the proxy server. The 
proxy server checks its cache. If the response is not stored in the cache, the proxy 
server sends the request to the corresponding server. Incoming responses are sent to the 
proxy server and stored for future requests from other clients. 
The proxy server reduces the load on the original server, decreases traffic, and 
improves latency. 
21. What are the four groups of HTTP header? 

       The first section in the request message is called the request line; the first section in the 

response message is called the status line. The other three sections have the same names in 

the request and response messages: status line, blank line and entity body. 

22. What is https? 

        HTTP does not provide security. HTTP can be run over the Secure Socket Layer (SSL). 
In this case, HTTP is referred to as HTTPS. HTTPS provides confidentiality, client and 
server authentication, and data integrity. 
23. What is DNS?  

       The Domain Name System (DNS) is a hierarchical distributed naming system for 

computers, services, or any resource connected to the Internet or a private network. It 
associates various information with domain names assigned to each of the participating 
entities. Most prominently, it translates easily memorized domain names to the numerical IP 
addresses needed for the purpose of locating computer services and devices worldwide. By 
providing a worldwide, distributed keyword-based redirection service, the Domain Name 
System is an essential component of the functionality of the Internet. 
24. Why is DNS necessary? State it significance.  

     For unique client/server identification in the network, the DNS is necessary. It provides 

two addressing scheme number-based Internet Protocol addresses and test-based Domain 

Name System (DNS) names. A domain name is a textual address for a location on the 

Internet. Domain Name System can map a name to an address and conversely an address to 

name. 

 25. What are the two main categories of DNS messages? 

        DNS has two types of messages : Query and response. 
       Query: header and question records  
       Response: Header, question records, answer records, authoritative records, and additional   
                        records. 
26. What are the three domains of DNS? 
        In the Internet, the domain name space (tree) was originally divided into three different 
sections: generic domains, country domains, and the inverse domains. 
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27. What is the purpose of inverse domain? 
 The inverse domain is used to find the name of a host when given the IP address. 
28. What is Generic Domain? 
       The generic domains define registered hosts according to their generic behavior. Each 
node in the tree defines a domain, which is an index to the domain name space database. 
Eg.- 
com – Commercial organizations, 
edu - Educational institutions, 
gov – Government Institutions. 
29. What is Country Domain? 
       The country domains section uses two-character country abbreviations (e.g., us for 
United States). Second labels can be organizational, or they can be more specific national 
designations. The United States, for example, uses state abbreviations as a subdivision of us 
(e.g., ca.us.). The address uci.ca.us. can be translated to University of California, Irvine, in 
the state of California in the United States. 
30. What is fully qualified domain name? 
      If a label is terminated by a null string, it is called a fully qualified domain name (FQDN). 
The name must end with a null label, but because null means nothing, the label ends with a 
dot. 
31. What is partially qualified domain name? 
      If a label is not terminated by a null string, it is called a partially qualified domain name 
(PQDN). A PQDN starts from a node, but it does not reach the root. It is used when the name 
to be resolved belongs to the same site as the client. 
32. What is E-Mail? 
      Electronic mail (or e-mail) allows users to exchange messages. E-Mail is considered a 
one-way transaction. E-mail is an asynchronous communication medium—people send and 
read messages when it is convenient for them, without having to coordinate with other 
people’s schedules. In contrast with postal mail, electronic mail is fast, easy to distribute, and 
inexpensive. 
33. Write the name of components used in e-mail system. 
      User agents, mail servers, and the Simple Mail Transfer Protocol (SMTP). (OR) The e-
mail architecture consists of several components such as user agent (UA), message transfer 
agent (MTA), and message access agent (MAA). 
34. What is the difference between a user agent (UA) and a mail transfer agent (MTA)? 
       The UA prepares the message, creates the envelope, and puts the message in the 
envelope. The MTA transfers the mail across the Internet. 
35. Define the two types of user agents in the electronic mail system. 
    Command driven: It normally accepts a one character command from the keyboard to 
perform its task. 
GUI based: They contain GUI components that allow the user to interact with the 
software by using both the keyword and mouse. 
36. What are the basic functions of email? 
     Composition, Transfer, Reporting, Displaying and Disposition of mails. 
37. Define the types of agents in the electronic mail system. 
     Three different agents: a user agent (UA), a message transfer agent (MTA), and a message 
access agent (MAA). The electronic mail system needs two UAs, two pairs of MTAs 
(client and server), and a pair of MAAs (client and server). 
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38. How a mail handling system uses an addressing system to deliver mail? 
    To deliver mail, a mail handling system must use an addressing system with unique 
addresses. In the Internet, the address consists of two parts: a local part and a domain 
name, separated by an @ sign. 

     
39. What is SMTP? 
       The formal protocol that defines the MTA client and server in the Internet is called 
Simple Mail Transfer Protocol (SMTP) that operates over the TCP port 25. SMTP is a push 
protocol; it pushes the message from the client to the server. In other words, the direction of 
the bulk data (messages) is from the client to the server. SMTP uses commands and responses 
to transfer messages between an MTA client and an MTA server. The command is from an 
MTA client to an MTA server; the response is from an MTA server to the MTA client. Each 
command or reply is terminated by a two character (carriage return and line feed) end-of-line 
token.  
40. What are the mail transfer phases in SMTP? 
          The process of transferring a mail message occurs in three phases: connection 
establishment, mail transfer, and connection termination. 
41. List the message access protocols. 
     Two protocols are used to implement MAA: Post Office Protocol, version 3 (POP3) and 
Internet Mail Access Protocol, version 4 (IMAP4).  
42. Define PGP? 
      Pretty Good Privacy is used to provide security for electronic mail. It provides 
authentication, confidentiality, data integrity, and non repudiation. 
43. Expand POP3 and IMAP4. 
       Post Office Protocol, version 3 (POP3) is simple but limited in functionality. The client 
POP3 software is installed on the recipient computer; the server POP3 software is 
installed on the mail server. 
    Another mail access protocol is Internet Mail Access Protocol, version 4 (IMAP4). 
IMAP4 is similar to POP3, but it has more features; IMAP4 is more powerful and more 
complex. 
44. What are the two modes in POP3? 
       POP3 has two modes: the delete mode and the keep mode. In the delete mode, the 
mail is deleted from the mailbox after each retrieval. In the keep mode, the mail 
remains in the mailbox after retrieval. 
45. What are the advantages of IMAP4 compared with POP3? 
      ❑ A user can check the e-mail header prior to downloading. 

       ❑ A user can search the contents of the e-mail for a specific string of characters prior 
            to downloading. 
      ❑ A user can partially download e-mail. This is especially useful if bandwidth is limited   
           and the e-mail contains multimedia with high bandwidth requirements. 
     ❑ A user can create, delete, or rename mailboxes on the mail server. 

      ❑ A user can create a hierarchy of mailboxes in a folder for e-mail storage. 
46. What is MIME? 
     Multipurpose Internet Mail Extensions (MIME) is a supplementary protocol that allows 
non-ASCII data to be sent through e-mail. MIME transforms non-ASCII data at the sender 
site to NVT ASCII data and delivers it to the client MTA to be sent through the Internet. The 
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message at the receiving site is transformed back to the original data .We can think of MIME 
as a set of software functions that transforms non-ASCII data to ASCII data and vice versa. 
47. Mention the limitations of SMTP. 
      The main drawback of sending through an SMTP server is that it is insecure, it can be 
easily hacked. There are so-called “fake emails” that are messages sent using any address (for 
example billgates@microsoft.com) to any recipient. Another disadvantage is the 
server limitation. 
48. What are the limitations of POP3 over IMAP4? 
     POP3 is deficient in several ways. It does not allow the user to organize her mail on 
the server; the user cannot have different folders on the server. In addition, POP3 does 
not allow the user to partially check the contents of the mail before downloading. 
49. How will you recognize the P2P networks? 
        Internet users that are ready to share their resources become peers and form a network. 
When a peer in the network has a file (for example, an audio or video file) to share, it 
makes it available to the rest of the peers. An interested peer can connect itself to the 
computer where the file is stored and download it. After a peer downloads a file, it can 
make it available for other peers to download. As more peers join and download that 
file, more copies of the file become available to the group.  
50. What are the categories of P2P networks? 
      Peer-to-peer networks are divided into centralized and decentralized. In a centralized P2P 
network, the directory system uses the client-server paradigm, but the storing and 
downloading of the files are done using the peer-to-peer paradigm. In a decentralized 
network, both the directory system and storing and downloading of flies are done using the 
peer-to-peer paradigm. 
51. What is DHT in P2P networks? 
      The main idea behind the decentralized P2P network is the Distributed Hash Table 
(DHT), a mathematical concept for routing in this type of network. A Distributed Hash Table 
(DHT) distributes data (or references to data) among a set of nodes according to some 
predefined rules. Each peer in a DHT-based network becomes responsible for a range of data 
items. To avoid the flooding in unstructured P2P networks, DHT-based networks allow each 
peer to have a partial knowledge about the whole network. This knowledge can be used to 
route the queries about the data items to the responsible nodes using effective and scalable 
procedures. 
52. Give some examples for DHT based P2P networks. 
     There are several protocols that implement DHT systems: Chord, Pastry, BitTorrent and 
Kademlia. 
53. Analyze the security goals in network security. 
       Information needs to be secured from attacks. To be secured, information needs to be 
hidden from: 

1. Unauthorized access (confidentiality),  
2. Protected from unauthorized change (integrity),  
3. Available to an authorized entity when it is needed (availability). 
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54. What are the security attacks related to security goals? 

      
55. What is Snooping? 
      Snooping refers to unauthorized access to or interception of data. For example, a file 
transferred through the Internet may contain confidential information. An unauthorized 
entity may intercept the transmission and use the contents for her own benefit. To prevent 
snooping, the data can be made nonintelligible to the intercepter by using encipherment 
techniques. 
56. What is Masquerading  (or) spoofing? 
    Masquerading, or spoofing, happens when the attacker impersonates somebody else. 
For example, an attacker might steal the bank card and PIN of a bank customer and 
pretend that she is that customer. Sometimes the attacker pretends instead to be the 
receiver entity. For example, a user tries to contact a bank, but another site pretends that 
it is the bank and obtains some information from the user. 
57. What is Denial of service (DoS)? 
      Denial of service (DoS) is a very common attack. It may slow down or totally interrupt 
the service of a system. The attacker can use several strategies to achieve this. She 
might send so many bogus requests to a server that the server crashes because of the 
heavy load. The attacker might intercept and delete a server’s response to a client, making the 
client believe that the server is not responding. The attacker may also intercept 
requests from the clients, causing the clients to send requests many times and overload 
the system. 
58. What is Cryptography? 
      Cryptography, a word with Greek origins, means “secret writing.” It is the science and art 
of transforming messages to make them secure and immune to attacks. Cryptography means 
concealing the contents of a message by enciphering. Although in the past cryptography 
referred only to the encryption and decryption of messages using secret keys, today it is 
defined as involving three distinct mechanisms: symmetric-key encipherment, asymmetric-
key encipherment, and hashing. 
59. Discuss the classification of cipher. 
    Ciphers can be divided into two broad categories: symmetric-key and asymmetric-key. 
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60. How is a secret key different from public key? 
   In secret key, the same key is used by both parties. The sender uses this key and an 
encryption algorithm to encrypt data; the receiver uses the same key and the corresponding 
decryption algorithm to decrypt the data. In public key, there are two keys: a private key and 
a public key. The private key is kept by the receiver. The public key is announced to the 
public. 
61. What is a digital signature? 
    Digital signature is a method to authenticate the sender of a message. It is similar to that of 
signing transactions documents when you do business with a bank. In network transactions, 
you can create an equivalent of an electronic or digital signature by the way you send data. 
62. What are the advantages & disadvantages of public key encryption? 
   Advantages: 
a) Remove the restriction of a shared secret key between two entities. Here each entity can 
create a pair of keys, keep the private one, and publicly distribute the other one. 
b) The no. of keys needed is reduced tremendously. For one million users to communicate, 
only two million keys are needed. 
Disadvantage: 
   If you use large numbers the method to be effective. Calculating the cipher text using the 
long keys takes a lot of time. So it is not recommended for large amounts of text. 
63. What are the advantages & disadvantages of secret key encryption? 
      Advantage: 
  Secret Key algorithms are efficient: it takes less time to encrypt a message. The reason is 
that the key is usually smaller. So it is used to encrypt or decrypt long messages. 
Disadvantages: 
a) Each pair of users must have a secret key. If N people in world want to use this method, 
there needs to be N (N-1)/2 secret keys. For one million people to communicate, a half-
billion secret keys are needed. 
b) The distribution of the keys between two parties can be difficult. 
64. Define substitution & transposition encryption? 
     Substitution: A character level encryption in which each character is replaced by another 

character in the set. 
    Transposition: A Character level encryption in which the characters retain their plaintext 
but the position of the character changes. 
65. What is encryption and decryption? 
     Encryption is the process of translating plain text data (plaintext) into something that 
appears to be random and meaningless (ciphertext). Decryption is the process of converting 
ciphertext back to plaintext. To encrypt more than a small amount of data, 
symmetric encryption is used. A symmetric key is used during both the encryption and 
decryption processes. To decrypt a particular piece of ciphertext, the key that was used to 
encrypt the data must be used. 
66. What is plaintext and ciphertext? 
      When it comes to cryptography, plaintext refers to readable text whereas, ciphertext is 
text that has been encrypted and therefore unreadable. 
67. What are the types of Cryptographic Algorithms? 
     Classes of Cryptographic Algorithms 

 Hash functions. 

 Symmetric-key algorithms. 
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 Asymmetric-key algorithms. 

 Message Authentication Codes (MACs) 

 Digital Signature Algorithms. 

 Discrete Logarithm based Key-Agreement Schemes. 

68. Draw the diagram of Cryptography. 

     
69. What is RSA? Summarize the applications of RSA. 
    RSA (Rivest–Shamir–Adleman) is a public-key cryptosystem that is widely used for 
secure data transmission. RSA is used in digital signatures and other cryptosystems that often 
need to encrypt a small message without having access to a symmetric key. RSA is also used 
for authentication. 

70. What is Firewall? 

      To control access to a system we need firewalls. A firewall is a device (usually a router or 
a computer) installed between the internal network of an organization and the rest of the 
Internet. It is designed to forward some packets and filter (not forward) others. For example, 
a firewall may filter all incoming packets destined for a specific host or a specific server such 
as HTTP. A firewall can be used to deny access to a specific host or a specific service in the 
organization. 

71. Express the classification of firewalls. 
        A firewall is usually classified as a packet-filter firewall or a proxy-based firewall. 
     A packet-filter firewall is a router that uses a filtering table to decide which packets must 
be discarded (not forwarded). A packet-filter firewall filters at the network or transport layer. 
    A proxy firewall (computer) (sometimes called an application gateway) stands between the 
customer computer and the corporation computer, in which the requests of the external users 
are filtered based on the contents at the application layer. A proxy firewall filters at the 
application layer. 
 

 

PART-B 

 

1. (i) Explain Simple Mail Transfer Protocol?  
   (ii) Explain POP3. 
2. With appropriate diagram describe DNS.. 
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3. (i) Discuss in detail about HTTP with neat diagram.  
    (ii) With relevant examples discuss how the domain space is divided. 
4. (i) Describe the message format, the message transfer and the underlying protocol involved in the  

      working of an electronic mail. 

  (ii) Analyze the architecture and services of an E-mail system. 

5. Compose the firewall and its types with neat diagram. 

6. Explain in detail about IMAP4 and MIME. 

7. Discuss in detail about client/server programming. 

8. Explain encryption/decryption with examples. 

9.  Write short notes on WWW. 

10. Write short notes on P2P networks. 


